Abstract-E-commerce is a trading system between suppliers and consumers through the electronic medium which gives lots of benefits to both parties. On the other hand, it will also cause several problems to consumers such as the issue of privacy and security. The main purpose of this paper is to describe and identify the level of knowledge, attitude and practices of consumers in e-commerce transactions in four residential areas in Muar Johore. The totals of 104 respondents who had practiced e-commerce were systematically randomly selected. Questionnaires were used as a tool for collecting data and the Statistical Package for Social Sciences (SPSS) had been utilised for data analysis. The results show that there was significant relationship between the consumers' knowldge and consumer purchasing practices of-e-commerce (r=0.251*, p<0.05). It means the higher the level of knowledge, the better the practices and vice versa. The study also shows that there was significant correlation between consumers' attitude and their practices in e-commerce purchasing (r=0.197*, p<0.05). Therefore, if the consumers' attitude towards e-commerce is positive, it is more likely that they will engage in e-commerce transaction. For policy implication, government should continue promoting and enhancing consumers' awareness and knowledge with the introduction of government policies which are beneficial to consumers.
I. INTRODUCTION
With the rapid development of technology, the use of extensive computer and internet around the world encourage the sale of goods and services sold over the Internet [1] . The Internet has changed the way people do business, work, socializing and other life activities. The biggest internet effect is reflected in the way humans do business through the internet which is known as electronic commerce (ecommerce). Electronic transactions also are becoming a popular trend and by virtue of rapid development of information technology has expanded the use of e-commerce among consumers around the world [1] .
E-commerce is a trading system that uses electronic medium and information technology facilities in the commission of the transaction. Advanced telecommunications technologies, especially information can facilitate and satisfy their users ranging from the sellers, buyers and third parties such as banks, finance companies, credit card companies, manufacturers of digital certification and others. Lately, the use of the internet in particular the Web provides a network that brings together consumers, traders and third parties in an electronic environment beyond the territorial boundaries [2] .
E-commerce transaction is easier for consumers to buy goods that can be obtained via the Internet by ordering items and then make payments by credit card. Then, the items will be delivered to the customer within the prescribed period [3] . Consumers can also save time for shopping and can buy at a cheaper price from the comfort of their home. Meanwhile, the suppliers are able to promote and market their products across the countries. E-commerce can be classified in four main categories, namely, business-to-business (B2B), business to consumer (B2C), consumer-to-business (C2B) and consumer to consumer (C2C). In B2B, trade transaction takes place between two businesses. B2C is where the transaction took place between the traders and the end users of the goods. C2B covers individuals who sell products to business organizations. C2C is a private transaction between individuals such as through auction sites. However, in this paper, e-commerce refers to the transaction between business and consumers (B2C) in which the concentration of the discussion is on the practices of consumers who make the purchase through e-commerce. E-commerce industry is expected to grow by 20 to 30 percent annually in the next three to five years, as reported in Bernama 13 July 2010. However, according to the report in , cyber crime in Malaysia has been reported to increase 100 percent. According to MyCERT statistics for the years 2007, 2008, 2009 and 2010 , the number of complaints received relating to cyber crime has been increased. In 2007, a total of 1,038 complaints of cyber crime had been reported, in 2008 of 2,123 complaints, in 2009 a total of 3,564 complaints and 4,390 complaints in 2010 (from January to August). This phenomenon is due to the development of internet usage each year. From the statistics, most complaints are fraud cases involving 907 cases, followed by the 766 cases of attempted disturbing, 277 cases of malicious code, 89 cases of hackers, 72 cases of cyber harassment and 12 cases of denial of service as reported in The Straits Times January 2009. In addition, the Police also said that the modern criminals take advantage of the ICT sophistication to steal identities and use personal information to commit fraud and organized crime such as terrorism, as reported in Bernama 22 July 2010. It will cause the loss of personal data of consumers and threaten personal safety while performing ecommerce transactions.
Therefore, the consumers need to be protected by tightening the existing laws on electronic commerce such as the Sale of Goods Act 1957, Trade Descriptions Act 2011, Digital Signature Act 1997, Computer Crimes Act 1997, Copyright Act 1987, Communications and Multimedia Act 1998 and E-commerce 2006. Although these acts have been enacted, the number of cyber crime has increased from time to time. There is the possibility that the consumers do not have knowledge of the laws. In addition, low awareness also facilitates cyber crime among consumers where they will disclose their personal information and account numbers upon the request of the traders without thinking,as reported in Utusan Malaysia January 7 2010. According to the CEO of Cyber Security Malaysia, Lt. Col.. (B) Husin Jazri, the level of knowledge about computer system is very important to consumers and will reduce the risk of becoming victims of crime. Therefore, the objective of the paper is to identify the level of knowledge, attitudes, and practices of consumers in e-commerce transaction.
II. LITERATURE REVIEW
There are several previous studies that investigated the factors that contribute to e-commerce [4] , [4] , [5] . There is a majority of respondents indicated that their knowledge and skills related to the use of the Internet is essential to facilitate e-commerce purchases [4] . The younger generation is more likely to make a purchase in e-commerce than older generations because they have more knowledge in computer technology compared to the older generation. [6] , [7] stated that the level of education is playing a big role in influencing the behavior of consumers in purchasing goods and services over the internet. According to [1] , there are many respondents who had never taken any action for the problems that they faced after purchasing through e-commerce because they perceived that nothing can be done. This shows that the respondents are not aware of their rights and responsibilities as consumers. [4] in his study also discovered that the users require knowledge and skill in dealing with this method of purchasing and they also should know their rights and responsibilities to avoid their personal data from being encroached by e-commerce merchants.
There are also a number of literatures that study the relationship between attitude and the practice of ecommerce. According to the study by [8] , if the consumers have positive attitudes towards the security of e-commerce, they will be more prone to buy online. According to a study by [9] , the consumers in China focus on the quality of products ordered through the e-commerce, the trustworthiness of the traders and after sale services. Therefore, if the consumers have positive attitudes in respect of the quality of the products, the reliability of the traders and if after sale services are not required, these factors will encourage them to buy online. According to [17] , there are 94% of internet users in the United States who buy online because they have positive attitude towards this type of transaction since they feel that it is convenient. The study by [10] in the United States, found that if the consumers have the feelings of safety toward those websites, it will influence them to purchase through e-commerce. Therefore, the smaller the perceived safety of the site is, less likely they will make purchases through the website. This is due to the reason that the consumers are skeptical when being asked to submit sensitive information such as personal information and so on through the web [10] .
III. METHODOLOGY
The survey was conducted in an area in Muar, Johor which was Bukit Gambir. There are thirteen housing areas in Bukit Gambir and four areas were systematic randomly selected for data collection. Four selected housing area are Taman Bandar Baru, Taman Sri Jaya, Taman Mulia and Taman Wira. Twenty-six respondents who had made a purchase through e-commerce transaction from each housing area were selected through random sampling method and thus 104 respondents had participated in this study. This sampling method was chosen to avoid biasness so that the results of the study will be more reliable to represent consumers in Bukit Gambir, Muar Johor.
Questionnaires used in the study consist of four parts, namely: a) Background of the respondent. b) The level of respondents' knowledge on e-commerce transaction. c) The respondents' attitude towards e-commerce transaction.
d) The practice of respondents in e-commerce transaction.
There are 10 questions about respondents' background in part A. In part B, there were ten questions that measure the level of knowledge among respondents in e-commerce transactions. Each question contains two options which were; 1 = Yes, 2 = No. In part C, there were 10 questions asked about the attitude of the respondents towards e-commerce transaction. For this part, 5 likert scale were used ranging from "1" = strongly disagree, "2" = disagree, "3" = not sure, "4" = agree and "5" = strongly agree. In part D, there were 10 questions about the practice of e-commerce transactions. For this part, three likert scale have been used "1" = never, "2" = sometimes, and "3" = often. Data were analyzed by using the Statistical Package for Social Science (SPSS) version 16. Table 1 describes the demographic variables of the respondents. The study involved 104 respondents which comprises of 52 male (50%) men and 52 females (50%). Half of the respondents (55.8%) were Chinese followed by Malays (31.7%), Indians (11.5%) and other races (1.0%). Racial composition of the respondents does not reflect the composition of the population in Malaysia as the location selected is in the housing Chinese community.
IV. RESULTS AND DISCUSSIONS

A. Demographic Profile of Respondents
In terms of age, the largest proportion of the respondents was in the age group of 21-30, amounting for 58.7% of the total respondents. Those in the age group below 21 constituted 29.8%, those aged 31-40 years constituted 8.7% and those aged 41-50 constituted 1.9%. About 83.7% of them were single while 15.4% were married. The education level of the respondents could be considered high with 32.7% of them having a university degree or above and 35.6% of them with STPM / HSC and diploma made up of 14.4%. In terms of household income, majority of them (71.2%) had income levels of below than RM1000. Majority of the respondents had less than 1 year experience (68.3%), followed by a period of 1 year -2 year experience (20.2%), while 10.6% had the experience of 3 years-4 years and only 1% claimed that they had 5 years experience in online transaction. The demographic profile of the respondents is shown in Table 1 . 
B. The Level of Knowledge on E-Commerce Transactions
There are 10 statements given to measure the level of knowledge which include the legal provisions, the rights and the responsibilities of consumers as buyers and the protection of consumers as being provided under the ECommerce Act 2006. The respondents were asked to answer whether the statements given were "true" or "false". Seven statements were true and statement 5, 7 and 9 were false. Table 2 shows that 95.2% of the respondents answer correctly the statement "E-commerce is the buying and selling of information, products and services via computer networks". This shows that the majority of consumers know the function of e-commerce. Statement which recorded the second highest score for those who answer it correctly is "The objective of the E-Commerce 2006 is to recognize ecommerce transactions" where 82.7% of the respondents had answered it correctly. This shows that the majority of ecommerce consumers know that there are legislations that protect them during e-commerce transaction.
While the statement "E-commerce is not a valid transaction because the transaction is done without the presence of both sides" get the least score for those who answer it correctly. This statement is the false statement and only 59.6% answered correctly this statement. This shows that e-commerce users do not understand e-commerce transactions and the conditions to make the transaction as valid. Similarly for the statement "E-commerce is a transaction which is valid even if the security system is not secured" in which only 38.5% of the respondents answer it correctly. However, for the statement "E-commerce is valid if the transaction associated with the transaction can be found in the future (in-writing)" where there were 79.8% who had answered correctly to this statement. Under the ECommerce Act 2006, e-commerce is valid if the transaction associated with the transaction information can be found in the future (in-writing). This shows that the respondents did not really understand the requirements of e-commerce transactions before making a purchase of e-commerce. There were also only 57.7% of the respondents who knew that the action can be taken if they have problems regarding ecommerce. Even though the percentage is more than half, it is not good enough to indicate that the consumers are knowledgeable enough regarding their rights in e-commerce. Table 3 shows the category of knowledge towards ecommerce. Scores were divided to three categories which were low, moderate and high. There are 44.2% of respondents who are categorized in the low level of knowledge category. A total of 22.1% were placed in the moderate level of knowledge category while 33.7% of the respondents were in the high level of knowledge. 
C. Consumers' Attitude Towards E-Commerce
This section consists of questions based on the respondents' attitudes toward e-commerce transaction. There are 22 statements to determine the attitude of respondents towards e-commerce. The answers given were divided into five scale of "strongly disagree" on a scale of 1, "not agree" on a scale of 2, "not sure" on a scale of 3, "agree" on a scale of 4 and "strongly agree" on a scale of 5. From these 22 statements, 16 statements are positive and 6 statements are negative which are statement number 6, 12, 15, 16, 17 and 18. The statement which has been recorded the highest mean score (3.79) is "Purchasing online can save time". This indicates that majority of respondents agreed that ecommerce can save time compared to shopping in stores. This is supported by the statement which recorded the second highest mean score i.e. "Purchasing online is convenient because I do not need to be stuck in traffic jams and queues for payment". This finding shows that the consumers have positive attitude towards e-commerce because it is more convenient and can save time.
Whereas, for the lowest mean score is the statement that "I am confident that the delivered items are similar to the items advertised on the web-site". This shows that the respondents are concerned about the quality of goods. Respondents are not convinced to purchase online since they believed that the goods that they will get is different from the advertisement posted in the website. For the second lowest mean score is the statement that "I am confident that the network can secure my privacy". This shows that the majority of respondents are not convinced that the network can guarantee their privacy is protected. This has been supported by another statement which also indicate low mean score which is "I believe that e-commerce merchants are able to conceal my personal information after purchasing via ecommerce". There were 48.1% respondents who answered 'not sure' for this statement. This shows that consumers are still confused over the risk of online transaction. This attitude will lead them to become the victims of cyber crime. Table 4 shows the findings related to the attitude of respondents toward e-commerce transaction. 
D. Practices of E-Commerce
This section contains 17 statements related to the practices of e-commerce transactions. The answers given were divided into three scales which are "never" on a scale of 1, "sometimes" on a scale of 2 and "always" on a scale of 3.
The statement which indicates the highest mean score is "before pressing the "send " button, I will check all information are correctly given" where 50.0% claimed that they always do such practice. This shows that majority of respondents take precaution when doing e-commerce transactions. Respondents will examine carefully the information given either they are complete or not before sending the information. For a statement which has the second highest mean score is "I make a comparison of prices of goods or services with another company before making a purchase online" where 44.2% stated that they always compare prices before making a purchase online. It can be seen that the respondents of e-commerce is rational and good consumers because they know their right to choose for the cheapest price.
While for the statements posted the lowest mean score (1.33) is "I make a complaint to the Consumer Claims Tribunal in the event of problems of e-commerce purchase transaction". About 71.2% declared that they never lodge a complaint to the Tribunal. This can be seen that there are still many consumers who do not do their part to make a complaint to the Tribunal if they faced any problem. For the second lowest mean score (1.38) is the statement "I purchase non-durable goods such as cakes online" where there are a total of 73 respondents (70.2%) who said that he never purchase not durable goods. This is due to the reason that the respondents are concerned about the quality of the goods and they are more likely to buy only durable goods. Table 5 shows the findings related to the practices of respondents toward e-commerce transaction. 
E. Relationship Between Knowledge, Attitude and Practices of E-Commerce
Inferential statistic has been run to determine whether there is any relationship between knowledge, attitude and practices of e-commerce. Pearson Correlation analysis test has been utilised for this purpose. From the results obtained, it can be shown that there is a correlation between the level of knowledge and practices of consumers in e-commerce transaction. Significant value obtained is less than the value of 0.05 which indicates that there is a correlation between the level of knowledge of the user with user practices. However, the relationship between knowledge and practice is a positive correlation where r is 0.251*. By referring to the coefficient of Guilford, this value is at the low level of correlation. Thus, the result indicates that the higher the level of knowledge, the better the practice of the consumers and vice versa, but the strength of the relationship is small.
In respect of attitudes and practices of e-commerce, the result of Pearson correlation test indicated that there is a correlation between attitudes and practices of consumer in ecommerce transaction. This is because the significant value is p = 0.045 which is less than the value of 0.05 which shows that there is significant relationship between consumers' attitudes and their practices. However, the relationship between these two variables is a positive correlation where r is 0.197. Referring to Guilford coefficient rule of thumb, this value is at the low level of correlation. Thus, the higher the consumers' attitudes towards e-commerce, the better their practices of e-commerce and vice versa, but the strength of association is small. Table 6 shows the result of Pearson Correlation analysis test. The finding is supported by the previous research done by [1] which stated that lack of knowledge about the provisions of the law, rights and responsibilities as a buyer would influence consumer practices in e-commerce purchases. Similarly, the findings of [6] did support the findings that indicated the level of consumer knowledge will influence consumer practices in e-commerce transaction. In respect of attitude, the findings are supported by the findings of [10] which also stated that the attitude towards the issue of privacy and web security will affect the practice of ecommerce transaction.
V. CONCLUSION
The results of this study have implications for various parties, especially the government, consumers, retailers and consumer associations. The government has a big role in educating consumers since the study shows that the level of consumers' knowledge is still low. Therefore, the education on the provisions of law especially related to their rights and responsibilities in e-commerce transactions must be provided to avoid them becoming the victims of cyber crime.
At the same time, the consumers must possess positive attitudes towards e-commerce transactions since the study expressed that consumers' attitudes are associated with their practices. With this, the consumers must equip themselves with the knowledge regarding online security and privacy issues so that they will not become the victims of cyber crime. In addition, the consumers should change their behaviour to ensure that they can carry out their responsibilities and uphold their rights in e-commerce transactions as well as to create a balance in the market between sellers and consumers. The consumers who have low knowledge of the provisions of law would cause them ignorant on how to take action when experiencing problems in e-commerce transactions and subsequently their rights will continue to be deprived. The traders also should be concerned on consumer issues, policies and laws undertaken by the government in the course of e-commerce business. If the consumers are protected by the traders, they can carry out long-term transactions and retain loyal consumers which consequently benefit both parties.
For future research, it is suggested that researchers can expand the scope of research into urban and rural areas to see the differences between the two areas. It is important to see whether these groups require a different approach to the dissemination of information. Besides, the future study can also examine the factors other than the level of knowledge, attitude and practices of users, such as personality factors and social influence.. Before pressing the "send" button, I will ensure that all the information required is provided. 
